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ABSTRACT

The goal of our project is to create a set of next-generation cyber situational-awareness capabilities with applications to
other domains in the long term. The situational-awareness capabilities being developed focus on novel visualization
techniques as well as data analysis techniques designed to improve the comprehensibility of the visualizations. The
objective is to improve the decision-making process to enable decision makers to choose better actions. To this end, we
put extensive effort into ensuring we had feedback from network analysts and managers and understanding what their
needs truly are. This paper discusses the cognitive task analysis methodology we followed to acquire feedback from the
analysts. This paper also provides the details we acquired from the analysts on their processes, goals, concerns, etc. A
final result we describe is the generation of a task-flow diagram.
Keywords: Cognitive task analysis, cyber security visualization, security analyst feedback, task-flow diagram.

1. INTRODUCTION
Large-scale networks continue to exacerbate the problem of network management and identifying and isolating attacks,
especially sophisticated attacks. Networks designed for large numbers of connections such as national and international
databases have additional issues associated with management of the network connectivity. The many connections made
by legitimate users attempting to access local resources obfuscates attacker activity. While network managers must
identify and eliminate malicious activity, they must simultaneously ensure access of valid users. Given the number of
events that must be analyzed and classified, many solutions simply cannot scale to resolve all events deemed malicious.
Our goal was to develop novel techniques to aid in the analysis and interpretation of this massive amount of data. The
focus was on the range of tasks required by network managers and analysts. Thus, there is a focus on the cyber command
and control at the higher level as well as specific requirements for forensic analysis and intrusion detection at the lower
level, identifying the full set of capabilities such managers and analysts see as being needed to improve their
effectiveness. The chaotic nature of network traffic data makes it quite difficult to accurately differentiate normal from
malicious traffic. The network managers’ goal is to prioritize the events based on their likelihood of maliciousness and
potential ramifications of the event should it prove to be malicious.
To handle the ever-increasing numbers of attacks, network analysts and managers have processes and analyses
stratagems for dealing with typical cyber attacks. Their first level of analysis is at a highly abstract, situational-awareness
level. When an attack is identified they drill down into more detailed visualization techniques for actual analysis.
The goal of situational-awareness visualization for cyber analysis is to provide perceptually based displays that allow
decision makers to rapidly understand the readiness of all cyber resources. Readiness in this context is the ability of
cyber resources to perform day-to-day tasks and deploy cyber operations and effects. Existing situational awareness
environments, i.e., VisAlert [10], lack representation of vulnerability assessment and impact analysis. These two
components are critical for decision makers to truly comprehend the state of the cyber resources.
We have created a set of next-generation, cyber-situational-awareness capabilities that, in the long term, will apply
broadly to other domains. Situational awareness is the creation of abstract higher-level representations of the underlying

raw data. It focuses on immediate comprehension rather than detailed analysis. Situational awareness is “…knowing
what is going on so you can figure out what to do.” [1]
For situational awareness, we used Endsley’s model [7]. This model consists of three levels: perception, comprehension,
and projection. Perception amounts to providing a representation of the current state of a situation. Comprehension
relates to a higher level understanding of available data. Comprehension requires a greater level of correlation and data
integration than is incorporated into the perception level. Finally, the projection level looks at projecting the event into
the future to determine its impact and progression. The goal with situational awareness is to rapidly answer:
• What is happening?
• What will happen next?
• Why is it happening?
• What can I do about it?
Prior research has focused primarily on level 1 of Endsley’s situational awareness model, namely providing for
perception of events. We focused this work on levels 1 and 2 of Endsley’s model, adding capabilities for comprehension
through impact and vulnerability assessment. Additionally, we developed examples of how level 3, projection, can be
supported in new visualization designs. The goal is to improve the decision-making process such that better actions are
taken. To satisfy the expectations of Endsley’s model and to verify we were developing truly needed and useful
capabilities, we performed the extensive cognitive task analysis (CTA) [6] described in this paper. The CTA helped us
truly understand the processes and needs of analysts and decision makers before designing the visualization techniques.
Existing cognitive task analyses have been done in related areas that provided a starting point, namely [2][9].
This paper discusses the steps of our cognitive task analysis and shows the multiple phases at which we involved the
experts in the process. Second, this paper shows how we involved the experts; such as through the development of
scenarios to garner more useful feedback from the analysts. Third, we present the actual feedback from the analysts that
will be instrumental in aiding researchers to develop more useful and effective techniques. Finally, we developed a new
task-flow diagram outlining the idealized process followed by analysts and decision makers. This task-flow process
identifies new capabilities needed for some of its phases to be followed more completely and effectively.

2. PREVIOUS WORK
Existing situational-awareness capabilities have proven effective for representing and presenting situational data.
However, these techniques are limited in their representation of only the current status of the environment. They do not
incorporate all of the characteristics needed by decision makers. We developed new visualization techniques that
incorporate vulnerability and impact analysis on top of the base situational data to enable the interaction needed for
exploration, analysis, and effective action.
For the effective representation of situational awareness we worked with experts from the Pacific Northwest National
Laboratory (PNNL) and the Air Force Research Laboratory (AFRL) to identify the characteristics that cyber command
and control decision makers must be most readily aware of to effectively manage cyber resources. The environment
must be adaptable to handle changing requirements by decision makers. Such changes will occur with the release of new
attacks, identification of new vulnerabilities, deployment of new operations or cyber effects, changes in levels of
hostility or threats by both external and internal agents, etc. One of the key results of working with these experts was the
development of the task-flow diagram exemplified in figure 1. This diagram became the roadmap from which we
developed the visualization technique designs.
This visual representation must provide an overview with details available on demand when decision makers need to
view that information to identify an appropriate response. Finally, the decision maker must have the ability to identify
when a situation has been resolved so the situation can be removed from the display and additional situations can be
dealt with. This is critical for allowing decision makers to handle large environments effectively. Our research process is
extended from our prior work in [8].

3. METHODOLOGY
The goal of our CTA study was to identify network managers’ and analysts’ specific needs in order to create nextgeneration visualization techniques. Thus, the CTA consisted of multiple steps in acquiring feedback from these experts.
There were nine phases to our visualization design process; seven of these were solely focused on elements of the CTA:
1. CTA Phase 1: Initial Brainstorming Session
2. CTA Phase 2: Individual Interviews
3. CTA Phase 3: Review of Previous Work
4. CTA Phase 4: Scenario Creation

5. CTA Phase 5: Detailed Brainstorming Session and Task-Flow Diagram Formulation
6. Initial Visualization Design Phase
7. CTA Phase 6: Visualization Design Review
8. Visualization Re-Design Phase
9. CTA Phase 7: Program Manager Review
These phases are described in detail in the following sections.

4. RESULTS
4.1 CTA Phase 1: Initial Brainstorming Session
The initial brainstorming session included network analysts, network managers, security researchers, and visualization
researchers at Pacific Northwest National Laboratory (PNNL). This session was guided by the fundamental principles of
the project. The principal goal of the project was to improve the situational awareness process not by visualizing
individual events, of which there are too many to be effective, but rather by identifying more effective, abstract concepts
to be visualized. This brainstorming session identified key issues that we, and any visualization designer, would need to
consider early in the visualization design process for this domain. The participants identified five potential primary goals
for a situational awareness environment:
1. Impact identification. There are two main areas of impact: mission impact and system impact. Impact,
especially mission impact, can be thought of as readiness in military terms.
2. Identification of the amount of damage.
3. Recovery.
4. Prevention and future projection. “What-if” analysis in particular will be valuable in determining potential
vulnerabilities and impact from potential attacks.
5. Identification and characterization of attacks and the attackers.
Our requirements were to identify:
1. The malicious actors
2. The legitimate users
3. Abnormalities and subsequently the compromised systems
4. The intended target of the attack, through trace back
5. Main resources
It is often hard to distinguish the good from bad usage of the system. Part of the reason for this difficulty is that our value
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Figure 1: This cyber command and control task-flow diagram derives from our cognitive task analysis with Pacific
Northwest National Laboratory.

judgments need to be as adaptive and dynamic as our adversaries’ are.
Additionally, extensive discussion centered on several other issues of importance to network managers:
Representation of subnets: Does the current plan assess vulnerability on subnets; can you divide systems into smaller
chunks to handle them easier? In particular, can the visualization handle large networks with multiple subnets? A
system/subnet is as vulnerable as the most vulnerable piece found within it. Is the combination of systems done as an
addition, multiplication, minimum/maximum, or floor/ceiling? To answer these questions, analysts need to know the
assumptions being made by the software. It is more appropriate to know the assumptions being made by the software
than to try to dictate the assumptions a priori.
Risk assessment: This should include identification of where the domain is not protected enough and what can be
reached via a single breach. The visualization must also identify the impacts of the breaches—what data can be
compromised and how network operation will be affected.
Support of network managers: Network managers supervise the analysts who respond to network attacks. What is
interesting to look at will depend upon who the viewer is and the viewer’s perspective within the organization. The
network manager needs a higher-level (and different) view than a network analyst or system administrator. What the
user is going to find most helpful will depend upon the particular user and his or her particular job and mission goal. To
determine what type of capability will be more useful (e.g., an alerting system, an analysis system, or a reporting and
auditing system), the visualization must understand the various perspectives of the different users.
Support for templates: The system should support templates to handle different situations, such as:
• Life-threatening and other critical situations
• Varying levels of criticality
• Non-critical situations
• Logical versus physical representations
• Method for showing relationships and relativity
• What-if scenarios
Templates will also aid identification of what is normal. Future research must provide a means to validate templates so
users may be confident that they will always work. Human minds do not store information as templates. Thus,
researchers need to develop concepts for what is appropriate for templates and how templates can most effectively be
used and interpreted correctly. For instance, humans can easily recognize a chair or a chessboard. How can templates be
developed such that they are as easily recognized?
Support communication: A complete command and control environment must support communication in a wide array
of forms. A mechanism must be provided for analysts to communicate with each other. This is an issue of passing
discoveries and expertise among the analysts and to the network manager for resolution identification.
For instance, more experienced network analysts will have more intuition and expertise in the analysis of network
events. A less experienced analyst may identify events of interest but may not understand what they mean. In this
scenario, they must be able to easily pass the results and details of their analysis to a more experienced analyst for
examination, without forcing the more experienced analyst to start from scratch.
Similarly, the communication capability can be used to monitor the resolution of an attack and verify that the resolution
plan is followed. The resolution plan lays out the actions to be taken to triage the incident and prevent it from succeeding
again in the future. This will also help capture what was learned from the attack and provide after-action review,
auditing, and tracking.
Support for detection of sophisticated attacks. The environment should provide direct detection of longer-term and
more complex and sophisticated attacks. The assumption is that there is another level of detection being done at the
triage level that likely would not detect low and slow attacks. The visualization environment must look at dynamics over
time to assess uncertainty.
Support interaction. Ultimately, interaction techniques are needed to focus the environment more on visual analytics
techniques. The visual analytics capabilities are needed for analysis and interpretation of the data. This follows with the
forensic goal of the environment as well.
At the end of the brainstorming session, several unresolved questions remained, such as the time frame needed to be
considered for this level of analysis. Most of these questions were subsequently answered through existing cognitive task
analysis, especially Anita D’Amico’s from Secure Decisions [2][3] and Stefano Foresti’s from the University of Utah

[9]. Additional feedback was provided by the project manager at AFRL about the desired direction of the project. More
specifically, it was identified that the triage period be on the order of minutes. The forensic process begins after this and
covers a period of hours to weeks. The goal of this environment was to support the post-triage period, handling the
results of the attack in a more long-term forensic point of view. Additional questions that were unresolved include:
• Can analysts and researchers use attack trees? Can analysts visually identify the phases of an attack so that
they can recognize what is happening before the last phase of the attack is completed?
• Are the visualization techniques incorporating baselining and identification of normal behaviors, etc.? Are the
visualization techniques looking at ports, running software, operating systems, networking, etc.?
• What is planned for identifying the confidence level of the system information, that is, identifying how sure
the analysts are of the validity of the data and its accuracy?

4.2 CTA Phase 2: Individual Interviews
The individual interviews with network managers and analysts focused on six subjects. We grouped most of the
comments made by these subjects into the following major categories:
• Data Sources and Querying
• Process
• Visualization Technique Requirements
• Management
• Visualization Organization
• Communication
• Reference Tools
• Challenges
• Goals
The following sections are organized around the participants and their comments related to these categories.
4.2.1 Participant 1
Communication: Analysts must be able to identify who is communicating with whom. This could be actual users,
systems, applications, etc.
Data Sources and Querying: Good log data is needed from as many sources as possible. A monitoring and logging tool
that can query all logs in parallel would be good; consider web proxies.
Visualization Technique Requirements: A tool is needed to show the network. For any visualization, one main goal is
to get consolidated data (from firewalls, proxies, internet histories, etc.) and then be able to filter out noise. This allows
the analyst to see trends in the data. A sandbox browser is also a possibility, with sandboxes for each type of scenario.
Reference Tools: Consider the following tools for comparison:
• Mojo Pack, U3 - thumb drive virtual machine
• IPCAP - visual packet analysis environment
• IN-SPIRE™ – visualization environment
4.2.2 Participant 2
Process: The process this analyst follows is the OODA loop developed by John Boyd [4][5]:
• Decide
• Observe
• Act
• Orient
Management: In coordination with the Cooperative Protection Program, this analyst assists in the collection of data.
The data is forwarded to the Operations and Analysis Center (OAC) or the Computer Incident Advisory Capability
(CIAC) for analysis and correlation of context. This information is then sent on to a decision maker who determines
what should be done and proceeds with the actions or sends it on to a responder who can take the appropriate actions.
Communication: Use electronic Post-it® notes to share information about the data and results with other analysts and
decision makers.
Data Sources and Querying: It might be helpful to the visualization environment to provide the ability to filter data.
This would allow for the elimination of uninteresting data or limit the display to interesting data, as well as related data.
4.2.3 Participant 3
Process: This analyst’s rough pattern for incident response includes four phases as follows:
1. Identify
3. Clean
2. Eliminate
4. Restore
Challenges: Some of the challenges faced are live or temporal data, the fact that attacks can happen over a long period
of time, and the fact that intrusion detection is behavioral.

Goals: To aid analysis, it must be determined if the attack uses common protocols or unusual or uncommon ones.
Data Sources and Querying: The visualization should have a weight based upon accuracy of information; how much
do analysts trust this information? Include automatic double-checking, i.e., validation, of the data. Consider
incorporating the following types of data into the visualization: impact analysis, protocols, authentication used, attack
and attack code meta-data, and source of attack or related resources. This includes URLs, filenames, class libraries, etc.
Visualization Technique Requirements: Some things that would be good to incorporate into a visualization for cyber
situational awareness include:
• The ability to design and submit queries
• The ability to handle the huge data load
• The capability to identify the victim machines quickly
• A design to get the forensics on the hard drives started early
• The capability to isolate the systems involved if possible
• The ability to track the state of the various pieces of evidence
• Incorporation of network location correlations
• Incorporation of automated search facilities to search textual logs
• Identification of who is talking to whom
• Incorporation of behavioral norms. For example, is this computer supposed to be talking with that one?
Answer: It should not be, usually does not need to, or it never has in the past.
• Incorporation of a model on how attackers got into the network in the first place, such as SSH, SSL, or SSH
tunnel. Identify their point of entry and why it did or did not work.
Visualization Organization: Have a top-down approach and roll-up summaries.
4.2.4 Participant 4
Management: Some of the major problems with incident response teams include:
• People are not available
• Analysts and managers have limited understanding of the software
• Each attack is unique to handle as a result of the incident, the systems involved, work being done, tools
needed, etc.
• Many reports are useless, generally speaking; they are often too technical. The goal is to make technical
details understandable to management.
Data Sources and Querying: All of the following are monitoring points and sources of data that need to be considered:
switches, routers, intrusion detection systems, network monitors, network software, etc.
It would be beneficial to be able to model the environment, down to the most detail possible. Analysts want to know the
location of every router, switch, and connection, as well as the specifics of all the hardware in the network, specifics of
what software is running where, and so on. This is a vast amount of detail to model.
Visualization Technique Requirements: A visualization is needed that:
1. Verifies if the attack is “for real”
2. Identifies if the threat is an insider or an outsider source
3. Identifies how to limit damage and impact
a) If it is an insider threat, then there is no benefit to cutting ourselves off from the outside
b) Set monitors that monitor outgoing information
•
Identifies what data is going where
•
Prevents compromise of classified data
c) Identify the attacker's intent
•
Are they after one machine or a mass of them
•
What is the meaning behind the attacks?
•
What set it up? (looking at code). For instance, what allowed it to happen?
This could then be something to show management. For example: This is what happened, but this is how bad it could
have been if it had not been caught for another two days; this is how bad it was, but it could be better if we had software
X running; this is why we did what we did and why it worked and why these other actions would not have worked.

Visualization Organization: The visualization techniques must not only model the network but also model the
network’s security. With just a model of the network, details and information about how something happened are lost.
4.2.5 Participant 5
Management: Should economics be incorporated into the visualization? Can it help in the decision-making process?
This becomes particularly relevant when measuring the cost of damages and determining whether to bring in law
enforcement. Related information must also be considered for incorporation into the representation for decision making:
• What should be cut off or left out?
• What is the criticality of the identified item?
• Is it worth it to recover or just wipe the compromised system?
• Can all compromised points just be disconnected or are the systems important enough to keep up and running
despite being compromised?
• Do the decision makers take the local domain completely off the internet or just close specific ports and
access points?
• What is the effect of all these actions on cost and criticality of the situation?
• If it is a counter-intelligence situation, maybe the decision makers just doctor the data and let them have it.
The response by decision makers can be dictated by external situations or stimuli. This might include the existence of a
foreign nexus, the case being handed over to counter-intelligence personnel, malicious or disciplinary motivations, etc.
Challenges: One challenge is related to auditing and tracking. This becomes particularly difficult because so much
communication among analysts and decision makers is done through email.
There is a need for trusted visualizations. This would require incorporating trust into the visualization and possibly
forming a “network of trust.” Consider, for example, DNS. Suppose information is trusted from some specific domains
but not from any others. However, one of the trusted domains trusts other domains that is not directly trusted—how is
information represented from this third domain? If it passes through the trusted domain to our domain is that as good as
it coming directly from the trusted domain—is it trusted or not? What if the information came directly from the third
domain—is the information trusted? Do our systems automatically trust everyone that someone in our domain trusts?
How can this be incorporated into a visualization where the information could be helpful?
Visualization Technique Requirements: Nine items identified by this participant need to be considered in the
development of visualization techniques:
• A timeline. The timeline becomes critical for identification of the ordering of events and actions that have
taken place and projected actions on what will take place. The timeline needs to be filled as data is acquired.
• Attacker entry points. It is important to identify the attacker’s entry point and the likelihood of that entry
point being used.
• Identification of compromised and infected systems. Who has been infected and what resources have been
touched? Can the possible permutations of the attacker's actions be tracked? This goes back to having an
accurate timeline to help identify when things could have happened and how far the attacker could have
gotten. Because of the fuzziness of time and the fact that the attacker could have modified the logs, mirrors
should be used to get a more accurate time frame of reference.
• Human presence and impact. There is always a human presence somewhere in the picture. For instance,
someone designed the code that is performing the attack, someone designated the targets or at least the
protocol for identifying targets, etc. Can this human presence be tracked? If the attack was introduced
through a computer, where was the employee who uses that computer at the time of the attack? This
information could provide quite a bit of detail that could be useful in handling the situation. Can this
information be incorporated into a visual network model?
• Identification of what is on or off, up or down.
• Identification of system and network vulnerabilities, both physical and virtual. For example, the virtual space
may have multiple redundant connections from a critical node to another node, but if they are mapped onto
the physical network, they all go through the same physical box. This vulnerability can be detected by
looking at the physical overlay and including the situational context. What are the single points of weakness?
What are the communication points?
• Automatic updating for a systems upgrade, or new versions of the tool.
• A tutorial on how to get started, not just the user's manual, but a quick-start guide that can get a group up and
running quickly.

•

Provision of training on how to most effectively use the tool. Perhaps have a certification process so people
can become certified to use the tool rather than just figuring it out on their own with a huge user's manual.

Visualization Organization: Incorporate the timeline into an overlay. Use overlays instead of filters; overlays let you
see multiple things simultaneously more easily. For example, in a battle situation, a commander wants to see where his
ground troops are and then add the information about artillery. This can be shown as a separate layer in a 3D
visualization. The commander will want to know the paths for the artillery shells as well as where they are going to hit,
so they do not hit the ground units. Additional overlays can add in air units and their flight patterns, making sure that the
flight paths do not cross an artillery path when the artillery shell will be there. This visualization necessarily requires a
more three-dimensional viewpoint factoring in time. Users want to be able to pull back some layers and look down
through the rest for the entire picture. Users also need the ability to manipulate the entire viewpoint. In terms of network
security, typical overlays might include:
• The trust model
• The system importance and criticality
• Sensitivity model
• Defensive capabilities, including granularity, identifying at what levels defensive capabilities exist.
• Use of different overlays for the physical and the virtual world and network. Without the physical overlay,
the analyst is reduced to following the physical connections manually. It is time consuming to follow wires to
figure out where they go.
Reference Tools: A visualization tool currently in use is Big Brother (bb2).
4.2.6 Participant 6
Process: Some of the most important actions during an incident are collaborating, collecting and disseminating lessons
learned, and identifying the attack.
Management: A complete environment needs to provide a list of what to do, like a reaction plan. Similarly, a log of
actions already taken, completed, or in progress is needed. This log of actions needs additional capabilities to be useful
and effective:
• Make this fluid and flexible to account for the uniqueness of each incident
• Identify what parts can be done in parallel
• Contact vendors and other parties involved
• Determine if legal proceedings will take place; spawning off the workflow to legal authorities and decision
makers for them to determine this. Currently, there are too many challenges to get people to prosecute. It is
not advantageous for companies to prosecute because they would have to admit they were hacked, which is
not good for business. Companies may need to be provided with incentives to pursue prosecution of
electronic crimes. This might include tax breaks or penalties for not sharing data, etc. Companies lose more
by prosecuting than they do by settling independently with the hacker because they can protect their
credibility by not prosecuting.
• Determine if it is feasible to allow automatic contacting of those involved or who should be informed of the
incident (those on a need–to-know basis).
• Dictate a clear-cut chain of command. This must be identified in correlation with the type of event.
• Support collaboration meetings to make sure everyone is on the same page. Such meetings may occur daily
during an incident.
• Identify remediation steps. At the management level this would include identifying the impact, providing
public releases, answering questions, and having after-action reviews with lessons learned. Lessons go to all
incident response teams so everyone can learn from the situation rather than just the team who dealt with the
incident. It also helps identify ways to improve efficiency of the entire process.
Communication: It would be useful to incorporate some sort of communication medium within the visualization tool,
like a board to share data. In some cases, analysts have used a whiteboard, markers, and Post-it notes. Incorporate an
electronic board, such as a sophisticated discussion board. Such a paradigm could help with briefings such as daily
updates, to do lists, etc.
An additional communication board is needed to relate information to management. This could include the dynamic
loading of status and details to a website so management could be kept up to date via their mobile devices. Such

information can easily be protected in a “management only” section to avoid many of the technical details. Similarly,
this presentation could provide summarizations of actions taken and a single point of contact for an event.
Goals: The ability to judge the full impact of an event is needed. This might include the following components:
• How many nodes or systems were hit or compromised?
• What type of data was compromised? Was it Non-Disclosure Agreement data?
• What data was exfiltrated? Was it proprietary?
• What kind of vulnerability was used (call home, back door – reverse tunneling)? Was it widely known or in
news stories? If this is the case, it is bad because it indicates susceptibility to well-known vulnerabilities.
Data Sources and Querying: It is important to know what triggered the incident, whether it was specific or generic.
Analysts must know how relevant each piece of data is. The use of weighted importance will be helpful in this, allowing
users to weight information and include a description of their reasoning behind the weighting. This weighting can also be
tagged with information as to who increased/decreased the importance and why, and possibly what and where.
To get an accurate picture of situational awareness, analysts also need to know what is going on outside, i.e., external
information. For instance:
• Is our domain the only one being attacked or are others being attacked?
• Is this attack common or rare?
• Is it a new attack or has it occurred before?
This information helps to provide what is truly needed, situational awareness of the entire network.
Specific data and metadata that need to be incorporated include:
• People
o Whose data is it?
o Was it personally identifiable information?
o Who takes care of what?
• What is the timeframe of the event?
• Source IP
• Destination IP
• Packet Capture (PCAP)
• Ports
• Date information. More specifically, when was the information added?
Visualization Technique Requirements: A clear identification of the assumptions that the environment is working
under is needed. It is not as important if the user can designate what assumptions should be made. The goal is to
incorporate system figuring, i.e., identify information about the system such as what the environment knows and
assumes about the system.
The visualization needs to incorporate policy, because security is defined by the policy. Knowing the next action
according to policy will help the decision-making process. This visualization of the organizations policy could be added
as an additional filter or layer that could be shown or not shown depending upon the analysts’ preferences and selections.
Having some form of geolocation integrated into the visualization environment would be useful. This integration may
allow the analyst to track the event back to its source. It will also allow for the identification of the scale of the attack.
Finally, providing the ability to view a video or simulation of the events will be helpful in reviewing what occurred more
rapidly. This ability can also help bring new analysts and managers up to speed on a scenario.
Visualization Organization: Three things that should be incorporated are a representation of the generalized attack
path, a representation including all nodes and routers, and a representation of a timeline of events.

4.3 CTA Phase 3: Review of Previous Work
This phase of the research reviewed existing techniques that might be applicable to this domain. This phase focused on
techniques that the analysts identified as being of interest. We examined prior visualization techniques that applied
overlays and different communication board techniques.

4.4 CTA Phase 4: Scenario Creation and Feedback
Six scenarios were created based on the background and requirements acquired to this point. These scenarios were put
together to elicit feedback from network experts as to their workflow and needs with respect to potential visualization

activities. These scenarios were chosen to be representative of a variety of different situations and conditions that the
analysts would typically be required to deal with. The scenarios were then presented to visualization experts to elicit
additional ideas and concepts for needed visual presentations. These scenarios included:
• Scenario 1: Large-Scale Disparate Attack
• Scenario 2: Distributed Denial of Service Attack
• Scenario 3: Brute-Force Attack Leading to a Successful System Compromise
• Scenario 4: Kernel Buffer Overflow Attack Leading to a Successful System Compromise
• Scenario 5: Zero Day Worm Attack
• Scenario 6: DNS Cache Poisoning

4.5 Initial Visualization Design Phase
The results of the task-flow diagram identified the need for multiple levels of visualization techniques. Typically,
visualization techniques for network analysts have focused solely on analysis. We developed techniques designed at the
high level to provide the needed situational awareness and immediate assessment as well as detailed analysis and
interpretation. This is exemplified by analysts needing to check the status of the network first thing in the morning for an
immediate overall assessment. Should a problem be identified, then a more detailed analysis would be required to
identify what was causing the problem and its source. Our visualization technique design was based on the need for
these multiple levels of visualization analysis.
Additionally, the analyst interviews identified specific features that would need to be incorporated into a complete visual
analysis system. Many of these features would be considered future work and were out of scope of the current project,
such as the need for a communication board.

4.6 CTA Phase 6: Visualization Design Review
The initial visualization techniques were reviewed by the analysts to identify the extent to which the designs appeared to
meet their needs. Initially, six visualization designs were presented. Individual interviews were performed with six
analysts. These were the same analysts used in prior steps of the CTA, and thus they were familiar with the project and
the prior discussions. Their feedback, both positive and negative, associated with each of the visualization techniques
was recorded. This process resulted in extensive documentation on the perceived benefits of the techniques. Based on the
analyst feedback, two visualization techniques were chosen for further refinement. One of the chosen techniques focused
on high-level immediate assessment (situational awareness) of the overall network status. The second chosen
visualization technique was designed around a more detailed analysis paradigm. The goal is for the chosen visualization
techniques to work together in real deployed scenarios.
While discussion of the individual visualization techniques and the analysts’ specific comments are beyond the scope of
this paper, the goal of showing the steps in a complete CTA and its impact on the development of visualization
techniques for cyber situational awareness and analysis is achieved.

4.7 Visualization Re-Design Phase
The two chosen visualization designs were revamped to resolve the analyst-identified issues and to better document the
behavior and appearance of the visualization techniques. We then implemented prototypes of the two redesigned
visualization techniques. The visualization techniques were then tested with the Skaion data set. The Skaion data set was
created with funding from the Defense Advanced Research Projects Agency (DARPA) and is released as Official Use
Only (OUO). The Skaion data set is used by AFRL and other government agencies since it is more complete, more
representative of real network activity, and doesn’t contain any actual sensitive data. The Skaion data set does not
contain any of the known limitations of other data sets such as the Darpa/MIT data set [11]. There are four versions of
this data set with approximately 1 GB, 3.5 GB, 3.2 GB, and 50 GB of data in each set. For our testing, we used version 3
of the data set. This version included:
• FTP logs
• Ground truth data
• Snort data
• Scenario description
• Stepping stones data
• Network topology map
• Tcpdump data
• Testbed description
• Unix logs
• Testbed configuration description
• Web logs
• Network flow data
• Additional supplemental and support documentation.
• Dragon data

4.8 CTA Phase 7: Program Manager Review
The client program manager for the project reviewed the implemented prototypes using the data set. The program
manager’s impressions of the capabilities were positive. This review served as the final review of the project and
developed techniques. For future follow-on work, we would like to perform quantitative user studies to fully assess the
capabilities and effectiveness of the developed techniques compared to both other existing visualization techniques for
network analyses and existing textual tools used for this purpose. For the latter, it is the tools that are currently in use by
network analysts that are of particular interest.

5. TASK FLOW DIAGRAM
The primary characteristic of interest from the task-flow is the need for multiple visualizations to support the different
task-flow phases exemplified in the diagram (Figure 1). For instance, the first phase, labeled Assessment in the diagram,
requires that the domain expert be provided with a summary display of the overall network status. This assessment
would need to support multiple levels: mission or task, system, targets, capability, etc. This display must provide for a
rapid understanding of the capabilities at a broad level. For this project, we targeted the representation of impact and
vulnerability assessment of systems for the summary displays. This summary representation is what really differs from
current and prior work in situational awareness visualizations, which have focused on detailed representations indicative
of what is identified as needed for the detailed analysis phase within the task-flow diagram.
The Detailed Analysis, phase 2, and the Big Picture require a second visualization framework. This visualization
capability requires a more detailed representation of the network. It is here that the network infrastructure must be
represented in some form. This is not to say that the network infrastructure must be the only representation, but it must
be one option available to the analysts. This need was made very clear by the analysts we interviewed. This detailed
display must include typical situational awareness capabilities but will also include:
• Correlation. What do attacked systems have in common and what other systems have this commonality? The
commonality could be the same service, the same user, or the same administrator.
• Attack strategies. What methods of attack are being used, such that they can be defended against?
• Impact assessment. What users, capabilities, missions, or systems are being affected and to what extent?
• System criticality. How important is the system? This criticality assessment could be related to the
importance of a particular system, a capability, or a user of the system.
• Vulnerability assessment. What systems are vulnerable to a particular attack? What systems in general are
more vulnerable to attack?
Phase 3, the Response phase, and phase 4, the Audit phase, indicate additional capabilities required by the infrastructure.
It is here that we have identified the need for more of a command console in addition to the situational awareness
capabilities. The idea of a command console would include event and incident management capabilities, for instance:
• Who has been notified of the incident?
• Who has taken responsibility for the incident?
• What is the status of the system?
• What must be done to resolve the incident?
• What type of attack was it? Why was it successful?
• What is the status of the event, and what progress has been made in its resolution and prevention?
Although phases 3 and 4 were out of scope for this project, they identify capabilities the network analysts and managers
need to improve the management of events in the long term. For instance, currently many actions that are identified as
the result of an incident are not followed up on because of a lack of event management facilities. For military purposes,
this amounts to a lack of follow-through of tasks identified from after-action reviews.

6. CONCLUSIONS
We followed a human-in-the-loop research process, creating a new task-flow model for network management that will
greatly affect future research in this domain. The analyst interviews identified the basic requirements, critical
parameters, and characteristics needed for the next generation of cyber situational awareness visualizations. These
analyst interviews resulted in a new view of the needed capabilities for network analysts and managers, resulting in a
new task-flow diagram representing such analyst activities.
The full description of the cognitive task analysis provides two additional benefits. First, the process we followed for the
cognitive task analysis, especially the inclusion of experts in the visualization design process from start to finish, can

provide insight to other visualization designers. Traditionally, visualization design has incorporated very little if any
cognitive analysis. This is beginning to change with the work by Anita D’Amico [2][3], Stefano Foresti [9], and others
[12][13], resulting in more effective techniques. The insight provided by this paper into how domain experts can be fully
integrated into the process and what information to seek from them will aid other visualization researchers in more
effectively developing their own process by incorporating cognitive analysis.
Second, the specific details acquired from analysts and supplemental data, such as the six scenarios we developed for
discussion, will greatly aid researchers in the cyber security domain. In particular, it will aid cyber security researchers in
identifying what capabilities are needed both at macro and micro levels. It also provides insight as to what data analysts
typically have available and the processes they typically follow.
Because most cyber security researchers will not have analysts available for similar types of analysis, this research will
provide the background needed for them to perform needed and more useful research.
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