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Abstract—This paper discusses the issues revolving around the
need for validation and error in digital environments for the
admission of evidence. Second, we discuss the how digital
evidence intrinsically differs and conflicts with privacy
protection that is intrinsic to traditional computer security.
Finally, we begin to lay the theoretical foundations for the
provision of validation and the computation of error in digital
environments. This becomes particularly critical in software
environments in which error has not traditionally been
considered.
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I.

INTRODUCTION

Computer security research has traditionally been
concerned with issues of privacy as one of its principle goals.
This field of research is concerned with protecting any
information that might be considered private or that could
lead to the compromise of privacy. This must also consider
compromises that can be used to indirectly and slowly
compromise data. For example, consider the recent attacks in
which the secret questions used by some sites, should the
user forget their password, are divulged through social
networking sites [23]. In such a circumstance it is helpful to
protect all information related to the user, including what
sites they visit that could be used to glean such information.
Digital forensics on the other hand is focused on
providing the evidence needed to prosecute individuals
should they commit a crime using digital media. In this
scenario, law enforcement must be able to accurately track
user activity, including identifying what web sites they may
have visited. This can be used to both validate that the
perpetrator did in fact commit the crime but also identify
how the perpetrator acquired the information necessary to
perpetrate the crime.
As can be seen in this example, the needs of privacy and
digital forensics do not necessarily coincide. At the very
least, digital forensics will entail the protection of additional
private information. However, the need for legal
admissibility requires many additional requirements be
placed on the data.
These requirements focus on the need for validation of
the data. This is based on several requirements: attribution,
validation, modification resistance and detection, and
deletion prevention. Note that for this purpose privacy is not

a requirement, though it often is treated as such to provide
protection of the network.
Most of these requirements are similar to traditional
security needs, specifically:
• Attribution – the identification of the origin of the
events. This can include the source system, the
application, and the user.
• Modification resistance and detection – the
evidence log must not be easily modified and
modifications must be detectible. In terms of
forensics, these modifications would actually
provide additional evidence.
• Deletion prevention – the evidence log must not
allow entries to be deleted. When deletion does
occur, the entries must be recoverable.
• Validation – in essence, each of the above
requirements must be provably valid to a jury. In
addition, all applications must be proven valid. In
association with this is the identification of error
rates associated with results to be presented in court
such that juries can make the best decision possible
as to the acceptability of the evidence. This will
essentially require that the data, applications, and
results be scientifically proven as valid.
While other researchers have identified the need for error
[5][6], they have not gone to the full extent of identifying
what is needed in terms of validation for legal admissibility.
Additionally, no complete groundwork has been identified
for the source of error in digital evidence. We lay out this
groundwork, identify the ramifications of not having the
validation or error and begin to identify how this error can be
calculated. This paper will provide the foundation for future
work in this area, research that is sorely needed to maintain
the admissibility of digital evidence in the future. The
presented foundation is designed to work with the results of
other fundamental foundations examined by other
researchers, such as Peisert, Bishop, and Marzullo [14].
II.

APPLICABILITY

When discussing validation and error we must consider
two domains. First is civilian legal admissibility. Second is
military need. With civilian legal admissibility, the goal is to
provide the scientific validation necessary and associated
error for the evidence to pass Frye hearings [21]. This
validation must also be sufficient to convince a jury as to the
validity of the evidence that is generated through digital

means, essentially making prosecutions more robust. This
will include the raw generation of the data and the results of
any analysis processes and tools applied to the data to aid in
the analysis of the data.
In terms of military needs, the goal is to provide evidence
to reduce mistakes and to provide validation that the
decisions were appropriate due to the provided error rates
should mistakes occur. This will arise during after action
reviews or court martial proceedings. Court martial
proceedings could essentially revert to legal requirements.
The goal is to have sufficient validation and understanding of
error rates such that it can be proven that an action was
appropriate, especially given the data available.
In both military and civilian uses, it is necessary to
provide a complete comprehension of the error being
generated, including its sources and magnitude. For this
reason, it is typically necessary to include mean error rate
and standard deviation. The mean error rate and standard
deviation will aid in understanding the implications of the
error rate. For instance, an error rate of .75% may not seem
significant. However, if the mean error rate is .1 and the
standard deviation is .05 then .75% would be significant
simply due to its deviation from typical error rates. Thus, the
standard deviation essentially provides an indication as to the
magnitude of the error and provides an indication as to
whether the error is truly significant or not. This additional
detail will better allow decision makers to interpret the data
and respond appropriately.
The error rates and standard deviation within military
uses will allow decision makers to make better decisions as
to the validity of the results. In terms of legal admissibility,
these values would provide juries with a better understanding
of the validity of the evidence. Such error rates are expected
in other forms of evidence and providing such values with
digital evidence would increase the acceptability, validity,
and admissibility of digital evidence.
III.

VALIDATION VERSUS ERROR

Intrinsically, we must consider the implications of both
error and validation when employing digital evidence for
legal admissibility. Error essentially identifies the likelihood
that the result is wrong; how precise or not the result is.
Validation identifies whether the actual solution is correct in
terms of acceptance by the scientific community. Validation
has implications throughout the forensic analysis process,
such as:
• How do we know the error rate is correct?
• How do we know any assumptions are correct?
• How do we know the formulas and algorithms are
correct? Here correct would imply both the use of
the appropriate algorithm as well as a correct
implementation of the algorithm.
• How do we know the software is correct?
• Can we rely on the integrity of the data?
• Can we rely on the integrity of the process?
Many other examples for the need for validation can be
found. The issue is how we can validate the entire process
and all components of the data generation and results

generation sufficiently in a scientifically accepted manner. In
the end, error must also be appropriately generated. Many
examples of failed validation can be found which have led to
the inadmissibility of evidence and the dropping of charges
against suspects.
IV.

FAILURE EXAMPLES

Multiple examples of failures related to digital forensic
have recently come into play. The first is from the release of
breathalyzer source code. This source code had numerous
bugs and poor coding. Even though these issues likely do not
affect a suspect, they will be used by defense attorneys to
argue the invalidity of breathalyzers as evidence. Even more
problematic is the algorithm used to compute the actual
alcohol content [17]. Even though it appears the algorithm
may be valid, it has never been scientifically validated. This
lack of scientific validation for the algorithm could invalidate
it according to the Frye test and prevent breathalyzers from
being admitted as evidence. This essentially invalidates for
legal admissibility a technology that has been in use for
decades, at least for the identified equipment.
A second example arises from FBI fingerprint analysis,
namely the ACE-V methodology. As seen in [16], this
method has been used extensively by the FBI but has
recently been attacked because it has never been formally
vetted scientifically. The ruling in fact criticizes the fact that
the error rates associated with the technique are not known.
Another issue that could be associated with FBI
fingerprinting is that their system is supposed to return
potential matches. However, it does not appear that they
have ever validated that that the system will actually return
all potential matches; i.e., failing to return a potential match
is essentially not identifying a potential suspect and reducing
the suspect pool. This may inappropriately place undue focus
on another suspect. Thus, the scientific vetting of digital
forensic techniques and identification of associated error
rates is becoming ever more critical for digital forensic
evidence and associated tools to remain legally admissible.
A third example arises in the use of radar guns to detect
speeders. Such devices must be calibrated [1] to be legally
admissible. Further, the devices used to calibrate the radar
guns must also be verified. Finally, these devices do in fact
have reported error rates based on the particular equipment
in use. As lawyers and the public become more attune to
such legal requirements, they are challenging the
admissibility of such evidence to a greater extent. It is
becoming far more common for suspects to specifically
request the calibration records and documentation on the
method and tools used in the calibration process. Digital
forensics must be prepared for such increasing challenges to
its admissibility.
Finally, a recent example has occurred with respect to
LIDAR based speed guns [18]. Speeding tickets given
because of LIDAR have recently been thrown out since
LIDAR has not been scientifically proven accurate. Here,
accurate would be completely dependent on consistency and
error rate; i.e., error rate and standard deviation. Since these
values are not currently available, judges have determined
that LIDAR currently is not admissible in court. It was

specifically indicated that the fact that LIDAR is widely used
to detect speeds is insufficient for determination of
admissibility. Again, this validation process will likely be
easily performed but without this validation, the data will not
be legally admissible.
The importance of these examples is to consider what is
going to happen as lawyers continue to become more
knowledgeable with respect to digital evidence and further
challenge existing capability. These challenges could make
existing techniques inadmissible as most techniques have not
been formally validated, do not have associated error rates or
standard deviations, and in fact it’s not clear how to calculate
such values in most cases. This problem actually becomes
more significant with software analysis processes and
software generated data.
V.

VALIDATION

Validation needs to be provided at all steps in the
forensic process, including:
A. Data generation
This primarily relates to attribution and providing
assurance that an identified identity did in fact generate the
data. Attribution, if possible, must identify the system
generating the data, the application creating the data, the user
running the application, when the data was created, etc. The
more parameters that can be validated the more certainty [6]
that can be associated with the validity of the data itself and
the more acceptable the data will be.
B. Data collection
After data is generated, a repository must collect the data.
This will require ensuring that the data is not modified on the
way to the repository and providing validation of temporal
relationships. These needs for forensics would be insufficient
in terms of security, which would also require that the data
could not be read and examined in transit.
A related issue is ensuring that the data actually makes it
to the repository. The loss of data is especially problematic
when considering legal admissibility and forensic analysis.
Standard database two-phase commitment protocols should
identify and prevent loss of data.
C. Data storage
Once in place at the repository, the system must provide
for deletion and modification prevention and recovery.
Insertion of elements is not a concern since the level of
validation provided for authentic elements ensures that
inappropriately inserted elements can be identified. Thus,
these inserted elements will in essence provide additional
evidence. This again differs from typical security and
privacy issues where viewing the data may be a primary
concern, which it is not with forensics.
D. System validation
System validation is associated with data generation and
requires the unique identification of systems, identification
of system restarts, identification of changed system
configuration and attributes, and validation that messages

were in fact generated by the designated system. The goal is
to be able to identify when a malicious system, application,
or user may be infiltrating the network. More specifically, it
must be noted when a known system’s attributes suddenly
changes substantially. Sudden changes would indicate that
the system is in fact different, whether malicious or not. This
would be identified in logs when the system first connects to
the data storage repository.
E. Application validation
Application validation is similar to system validation
except applied to specific applications running on a system.
As with system validation, it must be verified that the
application is expected to be sending the events and that the
application itself matches known characteristics. Application
restarts, the user starting the application, and application
parameter settings can all be of critical importance in
determining the validity of the events generated by the
application.
F. User validation
User validation attempts to provide validation of the
users of a system as discussed in relation to system
validation. More specifically, it is important to verify the
user that started the application that is generating events and
specified its parameters. Secondarily, it is important to know
other users active on the system to verify the integrity of the
system as a whole.
G. Algorithm applicability
The goal of algorithm applicability is to validate that the
chosen algorithm has in fact been scientifically proven to
generate correct results and to be appropriate for the given
application in digital forensics. This is akin to validating
acceptability for legal admissibility under Frye standards
[21]. Examples in section IV identify some failures related to
this topic.
H. Algorithm implementation
Given that an algorithm itself has been validated, the
implementation must be similarly validated. Errors often
occur in the transcription from a theoretical algorithm to an
implemented algorithm. For example, SSH uses a wellestablished protocol for initiation of a connection and for
maintaining the security of that connection. This protocol is
well validated. However, there have been well-known bugs
in the implementation of the SSH protocol [26] that have
allowed it to be compromised.
Formal proofs are the traditional mechanism to verify
that an algorithm or process satisfies the expected or needed
requirements definition. Additional proofs and verification
are then needed to verify that the implementation matches
the theoretical model. The difficulty is that formal proofs of
theoretical models can be challenging and formal proofs of
implementations are essentially unfeasible with no sign that
this will improve. Failing formal proofs, the goal is to
provide sufficient testing and evaluation to ensure that the
implementation matches requirements specifications.
However, software testing itself has not been formally

validated. It cannot be guaranteed that software testing will
examine all possible cases and scenarios and ensure that a
particular scenario will not result in an error. Eventually,
software testing has the potential to provide a needed
validation mechanism. Software testing could also
potentially aid in the identification of error rates. Substantial
advancement is still needed in software testing to achieve
this goal.
VI.

FORMAL PROOFS AND VERIFICATION

The goal behind having a formal proof and verification is
to provide validation that the underlying theories are valid,
proven, and accepted. This is geared towards meeting the
Frye standard. Intrinsically, we must ensure that the
underlying algorithms and equations used in software has
been vetted and is scientifically justified if the results of
those algorithms and equations must be legally admissible.
Formal proof and verification can include, but is not limited
to:
• Formal methods – Formal methods relates to formal
proofs that an algorithm or specification is correct.
This relates to verifying that design requirements are
being met, i.e., pre-conditions and post-conditions.
• Testing – Testing refers to the internal testing of
implementations by developers in order to identify,
locate, and correct errors.
• Peer evaluation – This include publication in peerreviewed scientific journals to externally validate the
appropriateness and technical soundness.
• External evaluation – External evaluation by
independent analysts as to the validity of the
implementation and identification of weaknesses or
lack thereof. External evaluations have been critical
for the acceptance of electronic voting machines.
Without such external validations, electronic voting
machines have not been trusted.
The key question that arises is which technique(s) singly
or in unison provide the best level of accuracy and greatest
robustness in terms of reduction in errors and error rates
while still being feasible.
VII. CALCULATING ERROR IN DIGITAL FORENSICS
As mentioned, error has not been previously considered
at all in digital forensics or in computer systems in general.
This foundation for the calculation of error in computer
systems is designed to provide a starting point for more
robust and formal derivations of error in the future. Error can
occur in the points of the digital forensics process examined
below.
A. Data collection
Data collection error refers to observed data such as
network traffic data. Error in this case refers to missing data
elements and is well-established [13]. Additionally, there
may be other sensors, especially in military settings, that
provide measuring data. Such measurements themselves can
have error rates associated with the accuracy of the
measurement. Such error rates are typically provided by the

manufacturer of the sensor. The failure to provide error rates
essentially resulted in the inadmissibility of LIDAR data as
evidence.
B. Data age
The older the data is, the more likely it may be incorrect
or irrelevant. This can occur for instance with meta-data
associated with GIS data. Old data has led to the military
attacking incorrect or inappropriate targets [7]. The impact of
data age is very dependent on the particular domain.
Identifying the impact of data age can be computed as
follows:
error=data_age * (#_elements_changed / total_elements)
/ duration_of_observation * 100%
C. Temporal order
Temporal order becomes an issue with most network
evidence as the exact order of events often cannot be
guaranteed and slight changes in event order can change the
interpretation of the events. This is also a well studied area
[10][11]. However, possible errors in temporal ordering are
never reported.
D. Precision
Computers are typically designed to use some form of
fixed precision computation. Arbitrary precision libraries are
available but not often used. Using such libraries leads to
additional compute requirements. This leads to additional
error for complex computations. While this may not be an
issue with a single computation, with multiple computations
the error of truncated values will accumulate until it does
become significant.
E. Formulas and compute time
Statistical calculations intrinsically have their own wellestablished error rate. Similarly, other non-statistical
formulas will have their own error rate. This becomes more
complicated in scenarios where time is limited, such as
military situations in which actionable intelligence must be
recovered and acted upon very rapidly. In such
circumstances, computation accuracy may be sacrificed for
timeliness of results. Numerical analysis and related
algorithms in particular would require this trade-off.
F. Software implementation
It is with software implementations that the greatest
discrepancy currently exists. Typically, users consider results
output by software implementations to be correct and do not
consider that there may be an error associated with that
output. In addition to the underlying error identified in the
previous sections of this paper that the implementation may
depend on, the software implementation may have its own
error. This will often result from coding errors, incomplete
mediation, time-to-check to time-of-use errors, etc. The
difficulty here is that it typically is not known how many
errors actually exist in a piece of code and what the potential
ramifications of them are. It has become accepted that source
code will have errors. Work has been done to reduce errors
through formal development processes [4], which include

extensive testing, but this has not eliminated all errors.
Testing can be used to identify the occurrence rate and
potential ramifications of errors but the complexity of
software systems essentially limits the feasibility of this
approach.
Whole taxonomies of software errors have been created
[19][24][25]. For our purposes, we can reduce the scope of
error types, as we are not concerned with errors that cause a
program to crash or errors that do not add to the generation
of results. Surveys on the frequency of occurrence of errors
can provide a starting point but will not provide specifics on
a particular application. Part of the goal for creating such
taxonomies is to better understand what software errors
occur and with what frequency [8][15]. This provides a
foundation for further research into understanding and
preventing such errors in released software [20]. Such
taxonomies also aid in ensuring that all errors, especially
errors that could result in deviations of results, are
thoroughly tested.
For validation purposes, third party validation must be
provided. Typical dynamic and static program analysis
techniques are designed to identify vulnerabilities and coding
errors [2]. The goal is to have these techniques similarly
identify error rates based on the aforementioned taxonomies
of software errors. As no research on this specific area has
previously performed, the first step that is needed is a
statistical survey of the generation of incorrect results in
software implementations. Given the survey of typical error
rates, a first generation system would simply associate error
rates with environment characteristics. Future generation
systems would use static code analysis to more accurately
identify the potential for error within a software
implementation.
G. Analysis process
Error in the analysis process essentially identifies human
error. This could relate to missed evidence or errors in
interpretation. This type of error is likely impossible to
quantify. The goal therefore is to develop techniques that
reduce the likelihood of errors in the analysis process. Such
techniques would reduce the demand on the analyst by
reducing the amount of textual data needed, assist the analyst
in managing the analysis process, provide guidance through
the analysis process, and help ensure the process and tasks
followed will be legally admissible.
Consider the case identified in [12] in which conflicting
evidence as to an individual’s car driving speed was
identified; both GPS and radar data were available. The
analysis process required a detailed mathematical analysis of
both data sources to interpolate the drivers speed between
readings. The article further states, “… the accuracy of the
GPS system was not challenged by either side in the
dispute”. As this was a court proceeding, this may not have
been appropriate as there is an error rate associated with
GPS, 3-5 meters for differential GPS [22]. However, the
error rate and scientific validity of GPS accuracy may not
have been sufficiently substantiated or admitted as evidence.
Information visualization techniques provide an
interesting avenue for aiding the analyst but with its own

consequences. Visualization intrinsically is not precise and
by its very nature cannot be associated with error in a
traditional way. Consequently, visualizations can themselves
lead to misinterpretations of the data, due to the lack of
precision, or missed data, due to occluded data. Given the
value information visualization has towards the analysis of
large data repositories, research needs to be performed to
identify the formal implications of information visualization
in legal admissibility.
H. Anti-forensics
In order to provide complete validation we must consider
anti-forensics, including obfuscation and misdirection
techniques. Handling anti-forensics techniques also improves
the appearance of robustness to the jury. This comes into
play since expert witnesses merely need to propose antiforensics techniques that have not been handled to raise
reasonable doubt. In essence, the goal of anti-forensics is to
raise doubt as to the validity of the forensic techniques,
processes, and data. By considering anti-forensics, the
techniques will have additional validation incorporated to
ensure that the anti-forensics techniques cannot be
considered viable.
I.

Total error
When considering total error, it must be determined
whether the points where error is occurring are sequential or
in parallel with other points in which error is occurring; i.e.,
is the error additive or not? This must also consider if there
was error in the determination of the error. In other words,
how certain are we that the generated error and standard
deviation are correct? The components of the total error must
be related to the analyst such that they can interpret it
correctly and in turn pass it on to the jury or other decision
makers. The analyst must also be willing to stand behind the
error rate.
VIII. CONCLUSIONS AND FUTURE WORK
In this paper, we have identified the need for validation
and determination of error within digital forensics. This is
becoming critical as lawyers become well informed about
digital evidence and the methods through which it can be
challenged. This is already leading to more Frye challenges
to digital evidence and is only going to get worse. When we
consider traditional forensics evidence there is always an
error rate and/or classification associated with the evidence.
This is currently not the case with digital evidence, even
though the evidence cannot be guaranteed to be valid. This
exemplifies the needs for such error rates in digital evidence.
Most sources of error are well defined. However, error
associated with software implementations is not well defined
and research is needed to identify how error associated with
software implementations can be generated. Many of these
issues relate to data provenance [3] issues or extend the
typical concept of data provenance.
Aside from identifying software implementation error,
the main need for further improvement in legal admissibility
of digital evidence is the actual deployment of validation and
error generation. This validation covers the realm from

scientifically validating the algorithms, formulas, and
equations being used to validating the correctness of the
implementation. While some forms of validation are not yet
feasible, such as formal proofs of correctness of software
implementations, others are well established but simply not
sufficiently deployed. As can be seen from recent research,
there is growing interest in aspects of error and validation
related to digital forensics. However, current research has not
had the depth necessary to ensure legal admissibility or
examined all aspects of validation and error in a coordinated
platform. This needs to be enormously extended.
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