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ABSTRACT
In any network, the network manager must know the status of the network at any given time
and location. It is necessary for them to be able to track down compromised boxes and be
aware of the network topology. This becomes difficult in large networks with dynamically
changing connections and users, especially with extensive network information to sort
through. Thus, it is challenging to locate a compromised system given nothing more than an
IP address and timestamp. Our solution is a novel set of capabilities providing a single place
to query the network with the dynamic content integrated. GULv3 (Grand Unified Lookup
Version 3) is novel due to two reasons—the mapping technique used to map layer two and
layer three devices and the GUI used to present the large amount of information. GULv3 has
been tested and deployed and its performance under various constraints has been measured.
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1. Introduction
Network management requires a large amount of knowledge about the status of the network.
This allows network managers to minimize the effect of failures or overloads, handle network
reconfigurations, identify and resolve misbehaving systems, etc. This must be done in a
modern networking environment in which devices, especially mobile devices, may be
constantly added and removed from the network. In particular, knowledge about the network

addresses used, access time, and topology are particularly important. In any network,
knowledge about topology is required in order to manage the network efficiently [3].
However, manually keeping track of the topology and changes made to it is unfeasible in any
realistic network.
In a network composed of managed devices, much of the required data can be obtained from
SNMP [5] queries. Additional important data can be acquired from other databases, or from
the analysis of existing data. In particular, layer 2 devices can be mapped, and its topology
derived, using a couple of methods, such as LLDP, MAC address tables, or spanning trees.
The layer 3 topology can be mapped using trace routes, subnet locations, or route tables. The
layer 2 topology can be merged with the layer 3 topology to generate a complete topology of
the network. A simple interface that provides access to all of this data is what is needed.
GULv3 (Grand Unified Lookup Version 3) makes use of a unique mapping mechanism to
map layer two devices, which is then merged with the layer 3 mapping. In addition, GULv3
has a simple and clean GUI design that enables the tracking and displaying of the required
information in an easy to use manner.
As an example of the goals of GULv3, consider the scenario of attempting to locate, isolate,
and repair a compromised system. Typically, the goal is to identify what machine is
compromised, who the owner of the machine is, where the system is or was connected to the
network, and disallow the machine from connecting to the network until it is rebuilt; i.e., this
may mean identifying the network switch port to which the system is connected and disabling
the port or disabling access from the identified MAC address. Normally, this requires
correlating information from multiple data sets and low-level analysis to identify where the
system is connected to the network. Usually, all the network managers will have is an IP
Address. The goal is to allow the IP address to be searched for within GULv3 yielding either
nothing, which tells us that the IP address was spoofed during the attack, or if the IP address

is registered, it yields contact information and ARP information that tells us the MAC address
being used during the time of the attack. Running a subsearch on the MAC address tells us
exactly which switch port the computer was plugged into, and likely contact information.
2. Information obtained from each network layer and their mappings
GULv3 makes use of information from many different sources, namely:
•

Databases

•

Queries on network devices

•

Previously existing information

2.1 Layer 1
For our purposes, we can obtain information about the type of link (fiber optic, Ethernet,
wireless, other) from the SNMP ifType MIB (Management Information Base)
[15][9][25][21][8]. We can obtain the information about switch port to wall jack mappings
from a database maintained by the people who installed the equipment. While useful, this
information may not be necessary and has therefore not been pursued.
2.2 Layer 2
Information about VLANs can be obtained from SNMP queries of layer two devices using
the dot1qVlan subtree of the bridge extensions MIB [12]. Information about neighboring
switches found by discovery protocols can be obtained via the IETF physical topology MIB
[2][11]. Information about the current spanning tree topology can be obtained using the
dot1dStp group of the bridge MIB. The MAC address-forwarding table can also be obtained
using the dot1dTpFdb table of the bridge MIB.
2.3 Layer 3
IP routing paths, and to a lesser degree, topology, can be obtained using traceroutes [10][4].
IP addresses and subnet masks for them can be found using the ipAddressTable or the
ipAddrTable of the IP MIB [23]. Discovery methods, such as discovery protocols [11] and

even internal routing protocols like OSPF [17] or ISIS [19] can tell you who they think their
neighbors are. Routing tables are available via ipRouteTable in the IP MIB [23].
2.4 Other Data
Other pieces of information were useful in the development of GULv3. Registered MAC
addresses and contact information could be made readily available by access to registration
databases. The first three bytes of a MAC address can be used to identify the manufacturer of
a network card [13][14]. This can easily be defeated by spoofing the MAC address, but our
goal is the creation of a management tool and not specifically a security tool. Used bandwidth
could be obtained via the ifTable in the interfaces MIB [16], or from another source that
collects it such as cricket or MRTG [1][18]. Flow information can be exported from some
types of routers [21], or using the FProbe software [30]. SFlow [20] packets can be exported
from most managed networking devices. Most of these sources of information are useful, but
are outside of the initial scope of GULv3.
2.5 Layer 2 mapping
Discovery protocols, spanning tree, and the MAC forwarding table can be used to discover
the topology of a layer 2 network.
2.5.1

Discovery Protocols

Discovery protocols, such as LLDP [12] or CDP [7], are used to find nearby network devices.
However, most of them are either proprietary, or relatively new. Thus while useful, they may
not be used widely enough to be sole providers of the needed information.
2.5.2

Spanning Tree

The spanning tree that is designated the root field in the dot1dStp MIB [12] can be used to
find the topology as well. It is as simple as creating a list of edges between the current switch
and the designated root, wherever the designated root is not the current switch. This has the
advantage of also displaying links that have been shut down. This will allow the extraction of
the real world graph from the switches. If there is a mismanaged switch, it is still possible to

find its MAC address if it happens to be the designated bridge of a link. However, in this
case, the resulting topology may be incomplete.
2.5.3

MAC Forwarding Tables

If the MAC address-forwarding table is available, a topology can be built from the bottom up
using the algorithm below. We developed this algorithm so that there is a method to discover
the topology when discovery protocols are not available; it is this algorithm that appears in
GULv3.
Consider a switch N1 as a node on the graph T. The set of ports for the switch is p ∪ u,
where p is the set of ports that are connected to other switches, and u is the set of ports
connected to users, or not used at all. p ∪ u is what is obtained when the switch is queried.
We can remove the set p from p ∪ u by obtaining the MAC addresses used by each switch.
Then, we can select only those ports that have forwarding entries for other network devices.
If no spanning tree exists for the topology of the set of switches, then the network is not
functional because of broadcast storms [27]. Therefore, we can assume that each forwarding
entry follows a branch of a spanning tree. Each port in p knows the MAC addresses for all of
the network devices connected to it, up to the next switch(s) in the hierarchy. For the network
shown in Figure 1, here is the port-forwarding table:
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Figure 1: Simple switched network.
A = ((C), (B), (D,E, F,G))

B = (A,C,D,E, F,G) )
C = (A,B,D,E, F,G)
D = ((A,B,C), (E), (F,G))
E = (A,B,C,D,F,G)
F = ((A,B,C,D,E), (G))
G = (A,B,C,D,E, F)
This data is also shown in a visual form in Figure 2. An algorithm can then be written to
reconstruct the topology using the MAC forwarding table. Consider each node N to be a tree
with one element. The algorithm is as follows:
1. Consider each N in T
2. Consider each port pn in N
3. Consider each M in T where M != N
4. If the tree M contains all of the nodes in the direction of pn, then remove M from T,
and add M as a child of the tree N
5. Repeat until no more changes are made to T, or T only contains one tree.
Thus, the example given in Figure 1 can be solved in three passes. Figure 2 shows the initial
setup, where the circular nodes are trees, and the rectangular nodes represent forwarding
tables. Figure 3 shows the first pass, which shows the leaf nodes being absorbed into the
other trees. Figure 4 shows the second pass, which moves node A into the tree at node D. The
last phase, in Figure 5, shows node F moved into the tree with a root of D, and the algorithm
terminates, because you have a single tree. While it is not technically the same tree as we
started out with, because it is actually a spanning tree of a graph, the graph they represent is
indeed the same.
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Figure 2: Initial data obtained by polling the MAC address-forwarding database on layer 2
devices.
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Figure 3: First pass: All the leaf nodes are absorbed into the other nodes.
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Figure 4: Second pass: Tree A gets placed into tree D.
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Figure 5: Last pass. Tree F is placed into tree D. Original spanning tree is recovered.
It is possible to infer the existence and position of an unmanaged switch if this algorithm
completes, and there are pn’s without children. If we can find a set S of N’s in T that compose
all of the nodes in the direction of pn, then we know there is at least 1 unmanaged switch
connected to pn that also connects to the trees in S. If we use the same topology as is shown
in Figure 1, except that we assume that we are not polling switch D, then the completed
algorithm is shown in Figure 6, which implies the network shown in Figure 7. This algorithm
follows the logical topology and not the physical connection of the switches, but if there are
no, or simple VLANs, then the two are the same. This is the only method capable of
producing a complete tree with missing information. While the complete tree is not
necessarily correct, its inconsistencies are predictable, and the information can be used in
combination with other methods to produce a more accurate tree.
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Figure 6: Without the knowledge of node D, this is as far as the algorithm can get. Because
the forwarding tables of all three trees contain all the nodes from the other two trees, it is
obvious that they are connected via an unknown bridge.
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Figure 7: Tree inferred using the MAC forwarding based algorithm.
2.5.4

Combination of these techniques

Each algorithm will produce the same tree on a well-managed network. However, if the
network is mismanaged, or has unmanaged devices, they will produce slightly different trees.
Consider the network in Figure 8. The MAC forwarding algorithm produces the tree in
Figure 7. The presence of the missing node is inferred; however, there is no information on
the redundant link. The spanning tree algorithm produces the tree in Figure 9. The tree is
produced by using the designated root of each link to infer edges. This means that any known
node knows about any link to a higher numbered node. If we merge the two graphs by
combining their lists of edges, and trusting the spanning tree method where the edges
conflict, the graph in Figure 8 is rebuilt without using any information from the unmanaged
bridge.
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Figure 8: The node marked with a “?” is unmanaged, and the dotted line is a redundant link
that has been shut down.
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Figure 9: Tree inferred by extracting the spanning tree.
done = False
while not done:
done = True
for sw in set(nodes.itervalues()):
if not sw in nodes.values():
continue
for port in set(sw.ports()):
if not port in sw.ports():
continue
if not port in sw.routers:
subtree = findsubtree(sw.getrelations(port))
if (subtree):
sw.childrenlist[port] = subtree
if (sw.id in subtree.idtoport):
subtree.uplinkport=subtree.idtoport[sw.id]
done = False

Figure 10: Layer 2 MAC mapping algorithm.
2.5.5

Implementation

This code, figure 10, translates the MAC addresses into the nodes they represent, and sorts
them by category. A MAC that represents a router goes into a special case, so that we can
attach the resulting network into a layer 3 map. A MAC that exists on its own device is
discarded. This happens when somebody plugs a switch into itself, and it confuses the
algorithm. The rest are listed as “relations” of the node, since we don’t know what the exact
relationship is.
The complexity analysis of this algorithm is done assuming that n is the number of vertices,
m is the average degree of its vertices, and o is the average number of vertices per
disconnected subgraph. Each pass through the outer loop can remove an arbitrary number of

nodes from the list. The best case (which is unlikely) is that all of the switches are ordered so
that every switch analyzed is a child of a switch yet to be analyzed. The average case is that
half of the switches analyzed are eliminated on each pass. The worst case is that only one
switch is removed each time. Therefore the best case is O(1), the average case is O(logm(n)),
and the worst case is O(n). Looping through the nodes is obviously O(n), and looping through
the ports is O(m). The sw.getrelations() call is O(o). All the rest of the operations are either
reference assignments, which are O(1), or are sequentially executed with a bigger operation
that eclipses them. Thus, the total worst case complexity is O(n * n *m* (o+n)), which
reduces to O(n2 *m* (o+n)). The average case is O(logm(n) * n *m* (o + n)). In real world
examples, m and o tend to be very small compared to n. USU’s values at the time of writing
were n ≈ 708, m ≈ 3, o ≈ 3. o and m tend to stay fairly low, in order to keep the network
manageable. Thus the worst case reduces to O(n3), the average case reduces to O(n2log(n)),
and the best case reduces to O(n).
3. Grand Unified Lookup Version 3
The interface is very simple, as recommended by Raskin and Tidwell [22][29]. It initially
consists only of a simple textbox and a submit button, as shown in Figure 11. It is through
this interface that the user can specify a key piece of information for which they need details;
i.e., a MAC address, an IP address, or a hostname.

Figure 11: Initial user interface display.
When a user enters a hostname into the top-level query dialog, the user is presented with
information presented in Figure 12. The information that is directly known about the entered

hostname is displayed in a hierarchical manner. Most of the information can be shown as a
label, which is displayed in bold, and the value or values associated with it. The values are
separated using lines in a manner that outlines the relationship between the different pieces of
data. For instance, the logical entity girr.usu.edu contains contact information, an IP address,
a MAC address, and a host info entry. The contact information also contains a list of entries,
which are similarly displayed.

Figure 12: Host-based query displaying all known information related to a specific host. This shows
the goal of GULv3 in collating information available from a wide array of disparate sources.
When a user makes a query on a user’s last name, the results will be as shown in Figure 13.
The search on a user’s last name accesses data from the organizations registration database
and identifies registrations matching the entered user’s name. The hostnames of the matching
registrations are hyperlinks allowing immediate searches to be performed on those names to
extract information specific for those hosts; i.e., a hostname search is performed as discussed
above.

Figure 14 shows two characteristics of the environment. First is the ability of GULv3 to
support the entry of MAC addresses into the query dialog. Second is the ability for the query
engine to support the entry of partial names and listing all matches. As shown previously, the
matches are all provided as hyperlinks such that a more detailed search can be performed on
the desired entry.

Figure 13: Search in registration database for responsible agent’s last name.
From the partial match in figure 14, the user could select one of the entries to do a more
complete search. Alternatively, if a full MAC address is known then that could be entered
directly. The results of such a MAC address search are shown in figure 15.

Figure 14: Partial match on an entered MAC address. This exemplifies the ability for GULv3
to handle incomplete names in the search engine.

Figure 15: Showing all details of a matched query based on MAC addresses. This could for
instance be the next step after clicking on one of the links shown in figure 14 from a partial
match.
Figure 16 shows the results of performing a search for a managed switch. Additionally, this
example shows the automatic generation of network topology information. Only a partial
topology is shown here. Namely, only the topology information directly related to the
searched for switch is shown. The difference in available information is also evident when
compared with other searches such as that for hostnames or MAC addresses.

Figure 16: Search for a hostname that turns out to be a managed switch. This example also
shows the automatic topology generation of nodes connected directly to this managed switch.
Figure 16 shows a list of ports on a network. The map contains the devices, the connections
between them, and the port numbers for the connections. The searched device shows up as a
different color than the rest, and serves as the root of the displayed tree. The exception is that
the immediate parent of the searched node is also shown. Any of the nodes on the map may
be clicked on, which will run a search on it. In this way, we can traverse the topology of the
network entirely by clicking on the nodes on the map. The current implementation maps
routers, switches, and wireless access points. Internally, the wireless access points are treated
like switches.
Inspection of figures 12 and 15 show a graph identifying the IP address associated with a
MAC address at any point in time. In those two examples, the specified MAC addresses were
always associated with the same IP address. Alternatively, figure 17 shows an example in a
DHCP network. In this example, the same IP address is being allocated to different MAC
addresses over time. The exact time intervals during which the IP address was associated
with each of the MAC addresses can quickly be determined.

Figure 17: A dynamic IP used by different MAC addresses during different intervals.
A second example of this ability is shown in figure 18. Here a single MAC address appears to
be assigned multiple IP addresses simultaneously. This is an example of ARP poisoning and
exemplifies the ability of GULv3 to rapidly identify problems on the network simply by
doing searches for systems that appear to be having problems.

Figure 18: Evidence of ARP poisoning. A single MAC address has multiple IP addresses
during overlapping time intervals.
This also exemplifies the applicability of the environment to supporting wireless access
points and mobile users in an integrated environment [2]. One of the most challenging
aspects of managing such environments is identifying what users were connected to a
particular access point at a particular point in time, or identifying what user had a specific IP
address at a particular point in time. Analysis of both of these scenarios is supported by
GULv3. This management assumes both MAC address registration (validation). MAC
addresses can obviously be spoofed, which would be detectable when both the rogue wireless
device and valid mobile device connect to the network at the same time. The topology view
would allow immediate identification of the location of both devices at a point in time for
attempted remediation; though the mobility of such devices can make it difficult to locate the
user.

4. Use Cases
The following sections discuss use cases for which GULv3 was been designed to handle.
This is in addition to the use-case provided in the introduction to provide background for this
work.
4.1 Looking Up Registration Information
The simplest use case is looking up registered information about a computer, and perhaps
seeing if the registration varies from what is really happening. Searching for a computer by
hostname, MAC address, or IP address returns contact information, and addresses associated
with the search term.
4.2 Tracking Rogue Wireless Access Points
Currently, USU has a campus-wide 802.11b/g implementation. The managed wireless access
points report the MAC address of any rogue wireless network on campus. Frequently these
networks are broadcast using off-the-shelf wireless routers that also do NAT [26][28]. These
devices typically have a different MAC addresses on the network-facing side than on the
client-facing side. GULv3 can search the first 10 digital of the MAC address reported by the
campus AP. This finds any MAC address that matches the first 10 digits, and thus yields both
MAC addresses used by the NAT device. Expanding the MAC address plugged directly into
a switch returns any information known about that MAC, including what switch port it is
plugged into.
4.3 Finding Evidence of ARP Poisoning
A malicious machine on a network may try to poison the ARP cache of the router [31].
Evidence of this shows up in GULv3. A targeted IP address shows up as having more than
one MAC address. Over a period of time, a MAC address that is probing for data will show
that it is using different IP addresses, as shown in Figure 4.3. Even if the MAC address is
spoofed, it will show up in the switch-forwarding table, and so can be traced to the switch
port and possibly the wall jack.

4.4 Searching for Bottlenecks
If a network administrator wants to find the source of a bottleneck, the administrator can find
the switch attached to one end of this link, and use the mapping feature to follow it to the
other end, or to the border of the network. Thus, the administrator knows which links are
being used to transfer the data.
4.5 Verifying Network Topology
After new devices are added to the network, an administrator can search for devices in
GULv3 and use it to audit the network topology, thus allowing the administrator to verify the
shape and make-up of the network.
4.6 Troubleshooting Network Connections
If a customer’s connection to the network is not working properly, an administrator can
quickly use GULv3 to determine if the switch is aware of the customer and if the customer is
using a valid IP address. This allows administrators to answer many of their own questions,
rather than relying on the answers the customer, who is often an inexperienced user, is likely
to provide.
5. Test results
GULv3, as described, has been implemented at Utah State University. A test phase was used
to find bugs and show areas of improvement. In this test, network administrators and service
desk personnel with access to GULv3 were given the opportunity to use the system and
provide feedback for its improvement. The users are Utah State University employees who
have signed a privacy agreement as part of their positions. A subjective test was used because
there has not been a similar tool available prior to the initial inception of GUL. A mechanism
has been built into the webpage that will allow users to easily and anonymously submit
suggestions for improvement and comments. Many suggestions were implemented as part of
GULv3.

5.1 Improvements
A number of suggestions were made for small improvements to GULv3. There was also
some positive feedback. The following list of changes to the environment was made
specifically at the request of the users.
1. The displayed order of ARP and MAC entries was modified so that the most recent
entries are displayed first.
2. The ability to search for partial IP and MAC addresses was included.
3. It was noted where it appeared that old data was being preferred over newer data. It
turned out that many searches assumed that there would be only one result, and so
used the result of the first row. The database displayed records in the order that they
were created, which meant that the oldest record was always on top. The search was
modified to do a reverse sort on the timestamp field. Many other searches appeared to
be vulnerable to a similar bug, so they were modified either to do the sort, or to only
consider records newer than a default interval of 24 hours.
4. It was determined that it was possible to do an SQL injection. This was corrected by
using a sanitized version of the member variable of the SearchTerm, which is used to
classify and sanitize search terms.
5. The search for registrations by contact information was also included. This feature
was done by modifying the PartialSearch class.
As GULv3 remains deployed, we continue to accept comments from the users and improve
the environment based on their feedback and needs. The limited number of requested
changed/identified issues exemplifies the power of the environment.
5.2 Performance
The test machine used to run the polling services and the database was a hyperthreaded [6]
3GHz Intel Xeon processor, with 4GB of RAM. Figures 19 and 20 show CPU usage over

time for the database and polling services. The processes tend to use the CPU in bursts. The
polling itself is network bound, waiting on the remote device to respond, and uses very little
CPU. The saving of the polled information has to process the data, and uses the CPU for a
short period. For the most part, the CPU usage stays low, although it can spike if a
particularly busy switch is polled. The average CPU usage over a period of 479 seconds was
14.91%. As this was run on the University’s live network, these results give accurate
information for a realistic organization.
Figure 21 shows the average CPU usage of the polling services and the database backend,
compared to how many simultaneous polling services are running. Because of the simple
code, with only one polling service, the CPU usage stays relatively low. As the number of
polling services increases, the CPU usage increases linearly until about five polling services.
After this, the sum of the CPU usage hits 100%. Because of the hyperthreading used, an
increase over 100% is still possible, but after about seven polling services, it more or less
levels out. Figure 22 shows the relationship between the targets that can be processed per
second and the CPU usage. The relation is linear until the system gets strained. Figure 23
shows the disk usage compared to the number of polling services. The reads are apparently
non-existent, which can be explained by the disk caching done by the operating system. The
writes show the data that is committed to the disk after each poll; it appears to level off at
about the same time that the CPU usage does.

Figure 19: CPU usage for the front end and database processes.

Figure 20: CPU usage for the database process.

Figure 21: CPU usage for a single polling service.

Figure 22: Targets per second related to the CPU processor.

Figure 23: Disk usage compared to the number of polling services.

Figure 24: Number of requests per week over the lifetime of GULv3.
5.3 Usage
To get an idea of how useful users considered GULv3, the web page logs were used to
determine how many requests per week were processed by GULv3. This is shown in Figure

24. A weeklong period per data point was chosen to minimize the effect due to scheduling
differences between employees, and the lack of use that tends to occur on weekends. The IP
address where most of the code changes were made was filtered out of the results. Week 10
was the week where the trial period began, and week 11 is where the partial search feature
was implemented. The rapid growth in usage shows the two important points. First, the
timing of the rapid growth shows the importance of select features in making a tool viable to
users. Second, the graph shows the ultimate interest the user base had in the tool and the
willingness of the user base to learn how to use the tool and employ it in their activities. This
deployability truly shows the value of the tool and its techniques.
6. Future Work
Many of the aspects focused on in GULv3 were selected because of a specific need, or
because of their unique solutions. A much more useful tool can be created by including more
sources of information and combing them in meaningful ways. As GULv3 continues to be
developed, it will be enhanced as it has been, with user feedback driving feature development
and bug fixes.
It would be beneficial to include support for more types of network devices that support
SNMP, such as wireless access points, printers, servers, etc. It could also be useful to use
vendor specific MIBs for devices.
Much of the topology code included in GULv3 is used to discover information that is readily
available via LLDP. LLDP would also reveal more information about unknown nodes, and
could provide a means of automatically discovering network devices, rather than using a
network manager provided list. However, the most benefit would be derived, as described
previously, by combining the two methods together to cover up their different shortcomings.
Many minor changes to improve the capabilities of the environment are possible:

•

In a couple of places, GULv3 currently uses deprecated MIB values. For instance, in
The ArpTable class, the ipNetToMediaTable only returns IPv4 addresses, and
therefore is deprecated [23]. The ipNetToPhysicalTable should be used instead.

•

GULv3 only supports IPv4 addresses but could be easily updated to support IPv6
addresses.

•

It would be simple to save the last successful query time of a device, and then indicate
the status of that device on the network maps.

•

The network maps should also indicate which devices are leaf nodes.

•

The interface associated with an ARP entry should be saved. Otherwise, the location
of that MAC address may only be known to the vlan, and not to the port itself.

•

Unknown MAC addresses on uplink ports are currently discarded. This is to prevent
broken devices from littering the database with bogus data.

•

Currently, whether or not something is considered a searchable term in the display is
governed by a set of regular expressions. It would be more useful if they only showed
up as searchable term if it really was in the database.

•

There may also be other useful sources of information that could be automatically
included in the search. For instance, at Utah State University there is a database
maintained that keeps track of which wall jack a switch port is plugged into.

It is possible for a user to set up an unmanaged bridge between two managed ones, and if the
user plugs into it, the user’s physical location is invisible to GULv3. However, if the
information is available from other switches, the MAC address could be saved if it appears on
no other leaf port. The network manager would have to follow the topology to determine
which port the system is really on. It would be better if the registration information were

obtained more directly than by polling. However, polling is done because of the nature of
information available during the time of implementation.
7. Conclusion
This work has provided new capability to aid network administrators in handling many
typical network administrator tasks. GULv3’s novel user interface capabilities facilitate
access to and correlation of the data needed by network administrators. Such capabilities
include showing the mapping of IP addresses to MAC addresses over time, generating and
displaying the current network topology, hostname search, IP address search, MAC address
search, registrant name search, multiple database correlation and display etc. These
capabilities assist the network administrator, as seen in the use cases, in such capabilities as
locating compromised systems, locating work systems being used inappropriately, identifying
where users access the network from, identifying excessive usage, handle failures, identifying
inappropriate network reconfigurations, looking up registrant information, etc. More
specifically, the complete querying capabilities provide access to registration databases,
network device queries, and other previously existing data. The user interface facilitates
access to additional information on the query results through hyper-links to provide a
complete picture and maintain relationships between all of the information; i.e., all other
queryable data elements are provided as hyperlinks.
In addition to the novel user interface, we designed and implemented a novel algorithm for
deriving network topologies of layer 2 and layer 3 network devices based on MAC address
forwarding tables. This technique is not dependent on spanning trees or any proprietary
network discovery protocols. In particular, the MAC forwarding table based mapping
algorithm mentioned is a new way of generating a layer 2 topology map without relying on
LLDP [11]. Other non-proprietary techniques, such as using time to live (TTL) flags can

create too much noise, be slow on large networks, and are often blocked by typical network
firewall rules. We also provided complexity analysis for this developed mapping algorithm.
As indicated, we put substantial effort into acquiring feedback from the target user base. As
the functionality increased, especially the inclusion of full query capability, usage increased
dramatically. This exemplifies the fact that the target users found the tool useful and greatly
simplifies their troubleshooting tasks. Thus, the tool continues to remain deployed and in use.
Even with such an increase in usage the performance implications of the tool will not
significantly degrade other applications or services. This is a consequence of the fact that
while the tool can cause significant spikes in CPU usage, these spikes are very short.
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